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Abstract

Building your first Coyotos application may seem a bit dangti This tutorial describes how to build a first,
simple, application that implements an existing interfsppecification. Subsequent tutorials address more com-
plicated aspects of application construction, includipgaifying new interfaces and handling multiple inter-
faces in a single application.

1 Objectives

In this tutorial, we will construct a duplicate of the Nult€am program. While NullStream doesn’t do very much
in and of itself, it does illustrate how to implement the siteh of a basic Coyotos service process: one that accepts
requests on an interface, dispatches those requests tiehpratedures that implement the methods of the interface,
and sends replies to client(s). The tutorial also shows leqratkage an application in a constructor, allowing mustipl
copies of the application to be instantiated.

When you have completed this tutorial, you will understand:

e The role of interfaces in the Coyotos system.
e How to usecapi dl to generate a template of a service application.
e How endpoint IDs and protected payloads are used.

e How to fill in the missing parts of the template to produce apli@ation that actually does something.

2 Role of Interfaces

Most processes in a Coyotos system exist to implement oneog mterfaces. Arnterface is a collection of types
and methods that are implemented by some capability. E\egpgllity in Coyotos implements exactly one inter-
face. Everyentry capability names (via an Endpoint) some process that implements thavioelof that capability’s
interface.

When an entry capability is invoked, the receiving procesg (“server”) receives theendpoint identifier
(endpoi nt | D) from the endpoint and thprotected payloadfield from the capability. The server interprets these
two values to determine what “object” is being invoked, wimtrface is being used to invoke that object, and what
permissions the invoking party has. By convention, the enttpdentifier is used to select (name) some object imple-
mented by the server, and the protected payload is used ¢dyspermissions. This practice is not universal, but it is
often a good starting point.

A single process may implement the behavior of multiple yeotipabilities. These capabilities may have identical
interfaces (e.g. many capabilities implemented by the yittesn object implement theoyot os. fi | e interface) or
differentinterfaces (e.g. the constructorimplementsiklbus interfacecoyot os. Bui | der , arequestor’s interface
coyot os. Const ruct or, and a verifier's interfaceoyot os. Veri fi er.



3 Generating a Template

If your server implements a new interface, the first step Wdié to create an interface specification (which is the
subject of the next tutorial). In this tutorial, we will beilding a process that implements the methods of an existing,
standard interfacecoyot os. | oSt r eam Thecoyot os. | 0St r eaminterface defines a character-based stream
protocol. The specification for this interface can be foumdhie Coyotos Core Domain Interface®cument under
coyotos.loStream.

Once you have determined what interfaces your program ntaside, the next step is to generate a template for your
server. This is done using theé (template) option t@api dl , giving the IDL file name for each interface that you
want your server to be able to implement:

capidl -a i386 -t -1 .../coyotos/usr/include/lDL \
...lcoyotos/usr/include/lDL/coyotos/loStreami dl

The-1 directory addsanimportsearch path. each interface that is imparesus{tively) from one of your input
files will be resolved by searching the import search patbalories from left to right. The first file found will be used.
The- a i 386 indicates that we want to generate output suitable for B@6 target architecture.

The template generator will produce a filenpl at e. ¢ that contains:

e A "grand server union” declaration. This declares the inpgtructure that is used by the server's
ProcessRequest () loop. It contains one element for each interface that yowesewill support, plus
additional elements for low-level manipulation by the Q2jpigenerated server code.

e A declarationfor thechoose.i f () function. This is a function that you must implement. It gatseas input
an endpoint ID and a protected payload value. It should metiue unique interface (the IKT value) for the
interface corresponding to that endpoint ID and protectadgad value.

¢ A minimal definitionof an IDL server environment structure. If your server muatrg information down into
the handler functions that cannot be obtained from globahlstes, that information should be added to the
server environment structure.

e A ProcessRequest s() procedure. This procedure sits in a loop that waits for a negquest, processes
it, and returns a reply. This procedure is automaticallyagated for you bycapi dl . The main body of
this loop calls yourchoose.i f () function to determine what interface should be served feg thquest.
Given the interface, it then determines the method invokeeilamining the incoming message. It demarshalls
the incoming request, calls a handler procedure, marsti@lsesult of the handler procedure, and returns a
response.

Much of your effort in a typical server will lie in implementing the reqead handler procedures.

A minimal initialization procedure. You will almost certdy need to modify this procedure.

A mai n() procedure.

We strongly recommend that you rename the template file.

4 Creating an MKI File

Before you can compile your template file, you will needia nage description file MKI file ). Thenki nage
utility builds Coyotos system images. It's role is similarthat of an object file linker. Just as an object file linkeg(e.

I d) links your object files together and resolves referencésden thempki nage loads program images, creates
processes, and links them together by inserting the capedihat will be needed for one process to invoke the next.



Your source file describes what your program will do when itug. Your MKI file describes how your program
should be incorporated into a Coyotos system image, and t&lvould be connected to other programs in the image.

If you are building a new program, you will probably have & tesse as well. Each of these will have its own MKI
file.

4.1 An Example

Coyotos does not have any system call that is analogous tXUdik or exec The mechanism for instantiating
processes in Coyotos is to usecanstructor. The main purpose of an application’s MKI file is to fabricaie
constructor for the application, and to export a capabibtyhat constructor.

Most of the MKI files that you will see for applications lookatty similar. Here is a typical example. The parts you
will typically need to change are shown in bold:

1 nmodul e coyotos. stream Nul | {
2 import rt = coyotos. RunTi ne;
3 i mport inage = coyotos. | nage;
4 i mport ctor = coyotos. Constructor;
5
6 header capreg APP {
7 Log = rt. REG. APPO,
8 MWENtry
9 +
10
11 header enum TOOL {
12 Log = rt. TOOL. APPO
13 b
14
15 def bank = new Bank( Pri neBank);
16
17 def space = inmmage. | oad_el f(bank, "coyotos/strean Null");
18
19 def tools = ctor.fresh_tool s(bank);
20 t ool s[ TOOL. Log] = KernLog();
21
22 export def constructor =
23 ctor. make(bank, space, tools, NullCap());
24}

4.2 Line by Line

Line 1 gives themodule namefor this MKI file. This is simply a unigue module name that canused to import
this module file. To avoid name caollisions, it is good pragtio use a module name in the Java style, beginning by
reversing your domain name and then appending the name pfalgeam. It is okay to extend beneath your corporate
domain name, for exampteom Your Donai n. t est . pr ogr amor com Your Dorai n. Product . progr am

but think ahead! These names tend to become carved in stonquiekly as various parts of your build environment
come to depend on them. Modules that are part of the Coyotesdistribution do not follow this conventiont, which

is why the module name hered®yot 0s. stream Nul | .

Line 17 gives the name of your application’s binary file. Téigresses where to find the binary in the install tree. In
most cases, the binary file name will relate closely to the utedame.

Most programs require capabilities in order to run usefully this example, the program needs to be able to
add messages to the kernel log. In order to do this, it is macgdo add this capability to the “tools” that are



supplied to the program. Certain tools are commonly prayidg the constructor logic (see the enumeration in
coyot os/ RunTi ne. nki ), so a tools page is mandatory and must be allocated (lineTt first available “slot”

in the tools page is defined lmoyot os. RunTi ne. TOOL. APPO, which is why we start the tools enumeration at
that value. In order to obtain access to that value, we imgpertMKI file definining the slots used by the runtime at
line 2. Having determined what the slot numbers are, we aipthe relevant slots of the tools page at line 20.

Finally, your program will typically require some numbenwebrking capability registers. Because some registers are
reserved for use by the runtime, it is helpful to define registumber constants in the MKI file (line 6). Once again,
we start the constants at a starting point defined in the MKIfdit the runtime system.

Two last comments. Thieeader keyword indicates that the corresponding definitions waéldmitted to a header
file when you invokerki mage with the- Hoption. This allows your C program to use the constants defireze,
which helps ensure that they remain in sync. €xg@or t keyword indicates that the corresponding definition will be
available for other MKI modules to reference. In this cake,dnly symbol we are exporting is for the constructor of
the program.

In order to run, your process will require various capaleiit and we will need to fabricate a constructor for it.
A constructor is a utility program that knows how to start new instancesarhe program. Each application has
a constructor that creates instances of that applicatidre mkimage (.mki) file describes how the pieces of your
application should go together.

It is typical for each constructor to run from a distinct spdmank. This allows the constructor to be destroyed later
by destroying the space bank. This is why almost every agiplitMKI file will include a line allocating a new bank
(line 15) and use that bank for all subsequent operationistlmeate storage.

At line 17, we load the binary image of the program and creat@a@dress space containing that program. More
precisely, we create a memory fault handler that knows hopojoulate an address space by loading it on demand
from an ELF-based binary file.

Finally, at line 22, we create the constructor process thats how to instantiate our new program.

5 Creating the Makefile

To compile your new application, you will need to create apgdor the nake program:

defaul t: package
COYOTOS.SRC=. ./../..1]..
CROSS_BUI LD=yes

INC=-1. -1$(COYOTCS.SRC)/../usr/include -1$(BU LDD R)
SOURCES=$(wi | dcard *.c)

OBJECTS=$( pat subst % c, $(BUI LDDIR)/ % o, $(wi | dcard *.c))
TARGETS=$( BUI LDDI R) / Nul |
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10 include $(COYOTOS_SRC)/ bui | d/ make/ maker ul es. nk

12 ENUMMODULES=coyot 0os. stream Nul | coyot os. Target | nfo
13 ENUMHDRS=$( ENUMMODULES: %=$( BUI LDDI R) / % h)

14

15 $(ENUMHDRS): $(MKI MAGE) | $(BUI LDDI R)

16 $( RUNLMKI MAGE) --MD -H $(BUI LDDI R) $( ENUMMODULES)
17

18 $(OBIECTS): $( ENUMHDRS)

19

20 install all: $(TARGETS)

21

22 ‘install: all



23 $(1 NSTALL) -d $(COYOTOS_ROOT)/ usr/ domai n/ coyot os/ stream

24 $(I NSTALL) -m 0755 $( TARGETS) $( COYOTOS_ROOT)/ usr/ donmai n/ coyot os/ stream
25

26 $(BUILDDI R)/ Nul I: $( OBJECTS)

27 $(G0C) $( GPLUSFLAGS) $(OBJECTS) $(LIBS) $(STDLIBDIRS) -0 $@

28

29 -include $(BULDD R)/.*.m

Almost all of this file is "boiler plate”, and it is likely thate will be trying to simplify it in the future. We will discuss
here only the lines that are specialized for your program.

Line 8 defines th&fARGET S variable, which gives the binary name of your program. Bywastion, all Coyotos
makefile scripts place output in a subdirectory, which is wig/program name is prefixed by $(BUILDDIR).

Our program requires constant definitions to be supplied d&yous modules. We need to generate a header file
containing those constants so that we can include it. Linsgdgtifies the MKI module names for each of these
modules. The header names are derived automatically frermtidule names by line 13, and line 18 states that our
object files require these headers in order to be compiled.

Lines 23 and 24 ensure performinstallation. We first ensatthe target directory exists, and then install our progra
into that directory. Note that the “reverse domain name’vesrion applies to installed locations as well.

Line 26 says how to build our program. While we could have seelitheTARGET Svariable here, it is occasionally
useful to build more than one program in a single makefilgpgcsio our practice tends to be to specify the program
explicitly.

Line 29 isvery important Many steps of the build process generate automatic depepd®@cking files into the build
directory. These are used by make to ensure that all neeel®d iget build when something changes. If you delete
this line, your builds are unlikely to remain up to date.



